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Efficient secure group key exchange protocol in space information networks

ZHONG Yan-tao, MA Jian-feng
(Key Laboratory of Computer Networks and Information Security, The Ministry of Education, Xidian University,
Xian 710071, China)

Abstract: A group key exchange protocol was proposed to implement secure communication in space
information networks. In this protocol, all satellite nodes in a space information network were divided
into different clusters according to the orbits they belonging. The protocol was composed of intra-
cluster phase, inter-cluster phase and key distribution phase. Each node generates a key contribution
value and sends it to the center node on the ground. On receiving all the contribution values, the
center node generates a group key and distributes the key to all nodes in a secure manner. The
semantic security of the proposed protocol was proved. Communication complex analysis and NS2
simulation software were employed to evaluate the proposed protocol. Results show that the proposed
protocol achieves higher efficiency than other related protocols.
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Fig. 1 Three stages of protocol
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