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Online network traffic classification using relevant vector machine

XIA Jing-bo, BAI Jun, ZHAO Xiao-huan, WU ]Ji-xiang
(Information and Navigation College, Air Force Engineering University, Xian 710077, China)

Abstract; Based on the research and analysis of probabilistic classification and its influence on the
overall accuracy, a new online traffic classification method is proposed. First, the Relevant Vector
Machine (RVM) is used to classify traffic flows and output probabilistic classification. Then, the
flows, whose classification probability is in doubting interval [0. 1,0. 9], are re-identified by using
port & Deep Packet Inspection (DPD). If the predicted probability is in the interval [0,0. 1] and [0. 9,
1], the classification is totally accepted. Experiment studies demonstrate that the proposed method can
reach the overall accuracy of 98% ,and perform well in online network traffic classification.
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Table 1 Statistics of IN_Setl

Type of flow Num of flow Percent/ %
WWw 69101 48.02
FTP 9176 6. 38
MAIL 7429 5.16
DataBase 5648 3.93
p2p 40063 27.84
GAME 938 0. 65
SERVER 241 0.17
Unknown 11307 7.85
Total 143903 100. 00

Fz2 IN Set2 HIBEBEMFITER
Table 2 Statistics of IN_Set2

Type of flow Num of flow Percent/ %
WWWwW 72906 49. 08
FTP 8253 5.56
MAIL 7134 4. 80
DataBase 6479 4. 36
pP2p 39457 26.57
GAME 1058 0.72
SERVER 461 0.31
Unknown 12769 8. 60
Total 148517 100. 00
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Fig. 1 Errors rate distribution on P-RVM
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Fig.2 Online network traffic classification using RVM
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Table 3 Features of online traffic flow
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Table 5 Accuracy of online network traffic classification

B4 WWW FTP MAIL DataBase P2p GAME SERVER Overall
IN_Setl 99. 24 98.17 95.48 92.15 97.83 79. 83 97.9 98. 09
IN_Set2 99. 15 96. 28 96. 35 93.52 97. 46 70. 63 95. 17 97. 83
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